arxiv:2203.13934v2:.00 0 [

GraphBLAS ZE 121 3 H -
) 2 3 B 1 e 44 A0 e PR BE AL P

Michael Jones!, Jeremy Kepner!, Daniel Andersen?, Aydm Buluc?®, Chansup Byun!, K Claffy?, Timothy Davis®*,

William Arcand!, Jonathan Bernays', David Bestor!, William Bergeron', Vijay Gadepally®, Micheal Houle!,
Matthew Hubbell', Hayden Jananthan!, Anna Klein', Chad Meiners', Lauren Milechin', Julie Mullen®,
Sandeep Pisharody!, Andrew Prout!, Albert Reuther!, Antonio Rosa!, Siddharth Samsi',
Jon Sreekanth®, Doug Stetson®, Charles Yee!, Peter Michaleas!
IMIT, 2CAIDA, 3LBNL, *Texas A&M, ®Accolade Technology

FREE— P MLV 2 BRI (RhM . #E3%. KT, 20D,
RAE5) Wit . FEMIgs a3l , SRR 5 24Pk 25 b
X DU R R . TR 45 Ve o L M gt I A4k
PG AR v GBSO S S R 35, o B % Yl 35 0 B P 4
K ARR YRR I LB B 57 . GraphBLAS B @& & T
TERS BT I P R T B . TE— AN B IR A R &S i i 5t
i, [ CAIDA RUg Gl B H L0, 1£ Accolade
Technologies 14 M %% %45 I ¥ GraphBLAS k.
BOF Y AR BRI X . AP DI PERE . A
e s 5 3 1 S B W UL L) ek #: FB 50,000,000 AN B it i 1
s LT SR 400 T-IR L Mgs ek . iX—PEfERM, WIUIfE
A& et LA T dne D g Vh B B DR AR KA VF 5 i B 44 s i i
SR, FFH T DO IR B A A s i e

Index Terms—HELMBGf, HBanhiil, wmk, BMRGE
KipE

I. &
HIECME SR #E . R IRSEIE DA
AR Ry, SR, . SRR A E R
(1], [2]. AR, SRR — B2 7 2 B RSB

This material is based upon work supported by the Under Secretary
of Defense for Research and Engineering under Air Force Contract
No. FA8702-15-D-0001, National Science Foundation CCF-1533644, and
United States Air Force Research Laboratory and Artificial Intelligence
Accelerator Cooperative Agreement Number FA8750-19-2-1000. Any
opinions, findings, conclusions or recommendations expressed in this
material are those of the author(s) and do not necessarily reflect the
views of the Under Secretary of Defense for Research and Engineering,
the National Science Foundation, or the United States Air Force. The
U.S. Government is authorized to reproduce and distribute reprints for

Government purposes notwithstanding any copyright notation herein.

TIAZC [3]-[10]. FEMIZEAS[a]rfr, Ry 1 RISt A1
SR ISR BB R At R, AR R AR A T
RL7] (DU 1) o S A 2 SHE R TN R 0 s i 7 P
IR SR L (CAIDA Binss) , Bisfr& il
JEE, AAE R H AT KIS MR G, iX ke
i HHRRAY 1/256 Ry [18]-[21]. — ki, AR
T B4 AT R B 22 X sl A0 R I ) B 2 e [22],
(23] A Afr ELIC I S 2 R A ) At i A B SR DA TR
AL R — B XE LA AR ) i) . 3638 E M B A0 A U
TACA AT BB E s (1], [2]. GraphBLAS #5ifE
PEHL T W MERERIE AR )7, PR T briX ek d
AT REME [24]-[38]. FEAIE, GraphBLAS JE# i A
o BT BE 24 1 B A B i s A B . 2 Fif i) GraphBLAS
B TAEE &R TR 750 /A 8dE L (pps) [39] AYIE
2, B TR 1 RE [17) iR, HRRES
SRR A LT ARy, B 40 At [40].
SR B 45 B R Y )V 44 R G I R R A AT i R TR
B [41], [42], BBl &R [17], [40], FHEA T
B 28 R AY [43],

GraphBLAS [ 4% B i SRR 7 —A T
AT LSRR BT R . BAKIN T, XA R
TTA B A — 2l ORIEATIR R ) . itk fE
FEGEAR . ET RGN BRI R E . A
JZ AR /M T BRI HAF 2055 1 55 LD
BEBE IR B MFIERERIR [44)-[54]. [FKE, A2
W 2573 B T e T A 9 28 O v B A5 1


https://arxiv.org/pdf/2203.13934v2
https://cenxiv.cn/cn-pdf/2203.13934v2

1 Gov't dark(class B)/blue gateway
(~5 years, ~10T packets)

time

2 MAWI gray trunk (~5 years, ~50B

packets)

3 CAIDA gray trunk (~5 years, ~50B

packets

4 CAIDA Equinox gray trunk (~100
GigE)

5. CAIDA dark(class A) gateway (5+
years, ~100T packets)

Sol/fce

. Adversary Talking to Us

6.  Greynoise gateway (~400 active
honeypots)

7.  Global Cyber Alliance gateway (loT Our

honeypot farm)

8.  Shadowserver gateway (~100M
sinkholed botnets)

Internal
Traffic

desﬂnaﬁons

P 1. TGRSR o EIBC0 b AR A R B LN S R B 5 A A R 2 ) 2 Y BT [11]-[17].

BRI E I 0 [55]-[57]. XA
ol LG 19 o 3 M 3 — ) 32 U N AT 3 24 1 1
st

R i IR ) 3 B — > v R DA
S AR WO MU R e AN DI SEBRi . O T SE R
FIeA Rt B — e R AN EA TR OREER R AR, 75 244
WA 287 By oAl T B 2 A R A AT B AR R, DATESE B4 H
AR TR A AR SCHY H A i I 5 M 245 5 v
i) GraphBLAS PERER T IX A LM AT AT . HEAE
SR RIAME ILAY AR 5 T CAIDA Bl
WM (2R ARy ) BETIER, X
SERE B HA R RN G 15 EL L A s (1
EX=S TR

ASCHARRI PR . B, EXT CAIDA
G B IR DA B — 28 DA R A R T X7 0 A
Wi, Tk, ik T S BRI E R E, If
WG ER TS AN e, R TER. 45ie
FARR TR T 18] o

L. 0 AR i 4

MR E K 5 CAIDA Bt ashs M EHR 0 (F52
TR ) , X T T2 BAlE s il , oA =
ANHI 5370 HIUF8 A A R g (R4 3L3) .
CAIDA e Wi 5 — 4 W 4 o ik g o o o e, 4l T
— N I 253 T SRR A5 o X SRS T DA A —
MREEE, §— MR, B—52— 1 HPH.
CAIDA e/ i i FE mT AR 4 a2 R (LI
2) . XPUNZIRAEE T k5 AT B Z RN

[ . Rk CAIDA e M g bl 2 ws2sim), g
e bfy (AN — NEB) SRR A i .

BRI B0 B AL P, CAIDA R4 H T
A B 3t R A sl e, X S SRS A T A
CryptoPAN (58] XI5 A1 H i Hh i1 7 BE 44 1k 5 Bdia =
TS o X SERICHR S T i S A AL 2 HH P B 1y 5
filh, HAFELAT RN [22]

o BEAE IR A 3 P PR T )

o [ TREARIERE S AT WA SRAERL/ S
o VEIMFEIAAAE PR R AT 9T 75 5K

o BCE MR AT R AERE MR R E 41k

A6/

o FRUCE T LA KA AR RIS T R 1 e A e s 91
o HERHRETIZCEH L ZRYBZOE
o TFAH PR R DAREHEIF SN B3I A F 7 i

) 7 S 2 AR ST AL A R ) o A A 2 e
BeEF RO RS TN g . B 3HER T A Rl S M 4%
R B A B . ok SRR T AR AN B AR A E i 44
TR AR, SR ERT H ARk B R R
33k,

Pl 3 i ) I 28 i AT T2 T RN I 4 i i
[60]—[63] A1 4% J6- H B 2@ AR i B .l 2t
FER R G AT B IR AT S o KRR I 8
PETTRES R IR E AR . H A, BSOS E  E
R TG Bl B RS 2 3 A s ] B
WIT A Bl S 2 A R B i A R A [64]. T4
BFE ¢, Ny DESENA S O R AR e i —
ASEREERE A, Hor Ay (4, 7) 25 FE R 2



sparse traffic matrix A

T external ; external
s > 3 >
‘5 internal external
[%2]
@
O
= O S
=}
o
(2]
= internal internal
'
c > | >
%’ internal external
internal external

destinations

2. PRI . SO A R DA A PO GR, 2 B IR AN
CAIDA Bmgsifids— R BIEzm, FRAZLLE (OB — W) fRE<
Eepcip

source packets
(packets from a source)

source unique
fan-out links

valid
destination packet

valid
source packet

window window
Ny=217,218 . 227 Ny=217,218 227
(time window) (time window)

estination
fan-in

destination packets
(packets to a destination)

P 3. Wi S i . TR P Ny AR e 2 L
AT R, L E—EE AR e (SR . AR
AFIHE & .

AR . Ay T A& IR AT Ny
> Au(ij) =Ny
0,

TERE AR AL, AT AR A IS TR R AR fa A0 55X 90 245 I i e
T L E R R GETT A [41], [42], [65]. &1 3Pl
2 BT AT I 2 R AR AT DA R T8 i 2 30 A
FARH . TS B (78 A R HE
7)) AAE, TRIEAT DA 4% il AR X s i, it
b, ATRAH S ] B AR RS AT TP 1 1Y A B
AR X AR R A, RN TR,
Horp A, (i,49) = LIREIRIR/ H 3« TEIXEE N, TR
WETR BT A AR 7 20T A AL [lERE, R
TAED G DU BERLOREF, T LAGE AR A A 535 A

#1
T R AR BB ) 245

M) ¢ R AR Ay T AGRRI AN, SRR SERERR. 1
Re—AEN VWP, T REBEEME, 1| o RBWE, SIS NE
A EREBLE R 1 [59]. LN UR AR BRI, F HL AT DAY A2 Bk
LA

Ry R it
JatE Frogue s
Valid packets Ny 3 A ) 1TALL
Unique links > Zj [Ae(i, 5)lo  17|A¢lod
Link packets from i to j A (i, 7) A,
Max link packets (dmax) max;; A¢(7,7) max(Ay)
Unique sources >l Zj Ac(i, )l 1T|Ao
Packets from source i > Ad(i, ) Al
Max source packets (dmax) max; y; Ay(i,7) max (A1)
Source fan-out from 4 Zj [A¢ (35 5)]o |Aslo1
Max source fan-out (dpax) max; Zj [A:(i, 7)o max(]A¢lol)
Unique destinations 205 122 A(d, d)lo [1TA; |01
Destination packets to j >0 Ad(d, ) 17|A¢lo

Max  destination  packets max; > . A:(4,7) max(1"|A¢|o)
(dmax)

Destination fan-in to j S AL ) 1T A,

Max destination fan-in (dmax) max; >, |A¢(4,5)]0 max(1" A;)

A, — AAA,

TR — BRI

X SEHR A E S AR AT AR Ny = 217 (T
FhgR) B Ny =227 (p8he) —R5EdRaE 0, 42
T T 00 245 o AT A0 RS st ) 4 A AR £ o X%
SERNIEH W 285 S SRt TR L, TN T SR
K, N T REARIE TRE . A7 RS RT 25> DAL
I 25 (R BRI AR [66]-[68]

W26 R B, AR Z A R R
RNEATH . 25 BT 1R/ Ny RERTAR Y s ]
R FR G BUR. BfE M8 a5 Ny 3§ rT ARE
QUL SN G RREIE R W DN N T PU i =t S = Nl
)2 R, PTDATE 2] RUBE B it it S M %
i [64]. P AU TS [ 26 B A% i e R P )
HIERA . AEAZRBAT R AR AT AT BR AN 5y
BT E ORI AR . 20205
TRRZHOT R AEALT RN AF P BN I AT
. HFEZ R R EWRE, WA EHEE Ny Mk
H A AR IS5 2 — M5 T 2Ny A4 H IR
Wt 5 R R P B B0 TR ) B RS



e —
o [ [
sparse sparse sparse
o traffic ¢ traffic g traffic
. matrix 3 matrix 2 matrix
/))9 ¥ Apur Ageor Appar
4}0 (/"é\ destinations destinations destinations
S % Ny=2"7 Ny=218 N,=210

P 4. BRSSO TEARIF R 6 0 R A s, mTASEE
2 ) RUBE L o 28 Sy A 280 5

SuiteSparse GraphBLAS FE— P HEEEEH
B SCRE M AR, Ho PRI B N TR R A
—YERE . AARBER IR B B AR R R H — S KRIEL
T, BUANE EI R P P A R, U A, i
Mg R iH R TR BRI R S I FRK, I HoaT AR
HITH [39]

ITL. ARG R K 42

R 2B H AR i 2 10 Bl BLAS 388 % B i &2 50 B
FHEMEOR . BHAORUL, WA AT BT N 45 I 1)
AL EAE M 25 R 28 BLAS RS S M, ) 4eilk
G AL, R I 25 75 B A 0 2% S R e e e 2
e MEAh, TE R 2R S I TR SV R BT A
HHAEAL TR, RS AT R &7 [69]
AT AR BRI S o R A B

Pl GraphBLAS B i A PS8 1 55— 20 2 1l
RN, ZREARNE, FHPRIBOEA E bR EH
i (IP) ik (B 5). ST 4miR PRI H 1, X
S HIAFAiE Ry 32 157 AT 5 B A TPv4 Rl . SR e g
4 Ny = 2'7 L EE 5 B B cryptoPAN A= i
Ay b 24 A R AT B 44 A . A5 3 B BE 44 AL YR RN H A
IP Hbtik B J5 F TR 78—~ 2%2 % 2% i85 GraphBLAS
il . 64 NSRBI GraphBLAS %[44 1 DAE 44
gt (CSR) UM LZ4 R4 47 5] UNIX TAR
SCfr (B 6). TAR SO AT DA HAth F 45 7 v ik —
BgE (), RIGHEHS Nt IriIsE . fi
n, ARUE gzip Hegi al R SO R/NED 40% , (Bl BE
&A% 80% o

IV. sZ¥

GraphBLAS 8 1) A L B BORE A L. B
TR AT 25 R SO 1y o 2 R A% P B 20 5 Ay 0 B % 1Y
B, ST EX MR, fEW 5 HP Proliant

DL360 G9 iR 55 #5115 PCle #fifilli op 2225 T > Accolade
Technology ANIC-200Kq X 100 75 b4 = 28
MoamiEniss (K 7). XGRS Mellanox 40
T A 28 R 2 . ANTC-200Kq R HA T 1Z 14 Hr
BORRES], ALV T BB . /g
HIIEE.

C SEIY GraphBLAS JE# B i & 40 MRS QR 5
6N, FERUCRSS 25 AL Intel Xeon E5-2683 4b
A FastT. BS54 LI Accolade RTEIRTE ZZnh
AR ), 3 g e DX B W] DATERT AR AL R i
o i C &A% [70], MR Accolade fififf- 3143 FiL—
A~ Accolade TAEZAE . R Accolade TAELIEN,
S EE 4 22°1Pv4 i, T4 GraphBLAS
TAELRFE R AL PRI BB T3, FEATHa s 217
MBI . BT HRAE cryptoPAN A il FE 44 4k ]
HIFTEAALI, SR RS 2 B 42 U8R H fsh T
¥4 GraphBLAS %[, 750 IFE %] TAR
Gop X, FEFTA 64 AT HAL 58 B S R AE 2 S0
AR RN R A -

Fdk
o W Accolade FE 3145
o J#k 2% A¥f IPva AR
o £~ Accolade fififf-3f
— JHBh REME TIEE &
FETAHEE
o G5 Accolade #&#%¥) libpcap FJfH
o AL 64MB 2 X H T4 A 3
o A
— M Accolade 15 £ 25t X A R E AL
— RRUEAIH 19 IP Mk E) S X
— AR XA 2% AR
o JaZh KRR TAEE LREFFFa B g X
o A}FCHI) 64MB G X T4t AL 2
EIf i T AR
o PGB RLT
o AN 2" ANEHR LR TR
— BIEH GraphBLAS i
— QIEAT. P
- BASTH R
o HEHEMME
o FAFNT. FIAME &
— MAT. FIFIME M EAE GraphBLAS [ XEE %
H sk




Bit
0

Network Packet Format

Bit

Sample Packet

Version IHL

I Service Type

L\

Total Length:

Identification

Flags l

Fragment Offset

Time to Live l

Transport Protocol

Header Checksum

Source IP Address

IP Header
(24 Bytes)

Destination IP Address

Options + Padding

Payload

!

l Source |P Address I

Destination IP Address ]

2.

34 3d 64 9f

c0 a8 c8 la

4

[ 192.168.200.26 [ 52.61.100.159 |

Bl 5. BB Rig . — 2RO L ST SR AR O TR R A R R D A D, R H A b

Bucket of Ny packets

Timestamp

Source IP

Source IPL

Destination

Anonymization

Table

=

Destination IP

[ ]
I ] .
= L, mm) .
SrcIP [ DstIP l £

Source IP2

Destination
1P2

t2

Source IP3

Destination
1P3

t3

Source IP4

Destination
1P4

t4

Source IP5

Destination
1P5

P 6. EAEMGHIMERIKL. E800 Ny = 217 Bty o) WA a3k i, B4 A3,

4 64 4~ GraphBLAS i [4h— 4475 —4 UNIX TAR S+,

Mellanox 40GBASE-CR4 DAC

Receiver

>
<
@
N
S
S)
=
a

69 09€1Q uelioid dH
69 09€1Q uelioid dH

(VINOX L) SS90y
AKiows| 0811Q Jwsuel]
91X 0°€ U9D 30d

»
@
e
5
o
@

Sparse

Traffic Matrix

e

HIl—A~ GraphBLAS #fGHIMN K, REHFHIL, I

LILILIL
Intel Xeon E5-2683

LI
Intel Xeon E5-2683

B 7. e ARGl AR R, T RO M R A
Accolade ¥ . K i%3 5 ¥ CAIDA Telescope iz A NAE, 985 Accolode
R HE A AT P 25 B ik BB AL Baliui ) Accolade KA M 2%
LIRBUE , R RIE G oh X, R0 T b A B AR A 2

— FESLIEE4E GraphBLAS 4[4
— m3 TAR X
o Ff TAR Zénp X5 A

100M 1000Gb
Max Input
T 80Mf 800Gb £
5 ke
o
5 Z
) 60Mr 600Gb &
5 @©
5 p
0 40Mf 400Gb >
g 3
[S] [0}
© =
o 20Mf 200Gb LU
ol s s .o
0 5 10 15 20
Number of Rings

Pl 8. YERESAL. AFFPALERA A (M A RECFER RO R T DA i
IR 10,000 (AR BA/MFBEE W IEREFAICA TR G280 58 (L
A DZ)

V. g%

i B T TS B SRR, AT T T RESE
o FEIXLESLIG f, KRR S AR 2 FF 100x 223 4~ CAIDA




w
o

r | —©— max(top)

N N
o (S
T T

Processors Used
=
(6]
|

0F o £

\ \ \ \ \ \ \ \ \
0 2 4 6 8 10 12 14 16 18 20
Number of Rings

9. BENIMALBRE: . O i) A BRESHCR: 5 B Linux 6y 4 TREBAY R 7138
Linux iy 8813 580 A K Linux iy 183 150K 5800 i E I 1R 2R
R

Telescope EHitu Nzl 5] %1% Accolade F_ |, H-PAE X
A 30 A D) 2 5 0 £ ik R IR S5, FEAIR L
W Accolade <25 E5H 0 I 2 B LAE (2R o [FRFEHD,
WUk 55 4% b, AT T H— 121 GraphBLAS
B B B PR U K ko cryptoPAN B 2 4k 3R 5 4k
B, 6, IFFE RSB gk . XY R 2 B
cryptoPAN {ERER L) REFS 700,000 4> IP Hbihlk. 35
232 25 HIY cryptoPAN [E & b A 38 AR Hb e 17k
. EBUZFLAFATIZEAT, PIATEJLRDBR I SERL (40
T o JORB 0 o R R BIAS R BR
R, XK W] GraphBLAS A A FE ik £k
REMEER i AR . RECEIR IR A BT, A3
T A 2R A% DB

CAIDA B Gildis LT 2 mAlRE g oL, AL
TR B AR A T, I HLA AR R AT H bR
FE AR D, PRI R g I R KT 1
H2c HAR D, CAIDA Bt 8 & b i —A ML
P, BV Y Al SR B AR ) Z S TE
B, ) 2% (1) B A o

Bl 85 R TR FPEH (.14 e i (o P A 4 PR SR 1Y
KF. HTHEHTIRIZRGIHET, GraphBLAS A%
MR AR R BRI D s A PR /AL
AP RE A 50M Bl G AE D o 8 1 S PRI 1 B 2
s, A=A IR A AR T B R
16 AN FRGE 3 S AT R RS T R AERY, Mgk

B R 1A AR 55 s Tl MO K38 B B RS (i (29 88M
B EER) . WA AR i 2 10,000 B
R A B B K /N R Bl B P BB 40 R S5 8 S A
B (ZILE S MITE Bl ) . PERENEEREN], —&r
WE IR 55 2 BERS DA L8 400 7 Hr I 2 A S AR 1 F ok
R 4 A AL R P

Pl 947 1 atad Linux a4 TREBAY K 712K . Linux
iy 2 PEBEAY P2 T2k LA S Linux iy -7 GIHIN A9 5 K
TT R A BRI O . TOUEB 2 AEAS B (14 FE IS
ZIDEA AR, SRR 1 . MR e A IR
P fi JE 393 PR AR BRSBTS (B ps i T AERE
AUEREAE iy A ) s AT e SR TR T 2 B, 9 ELA 1
PRI BREATRAE . S EXSEAR RN, I 236 (I
Bl 8) ihE| M fE M RE A T AEUL ML

VI. g5 54k TAE

XFVF 2B (R, M. IS, =S, K
a5, AR B R S . FEM SR At FREE
3T ok 18 A T L 003t T T A R R A 4% 9L R R AT
AR o A W 28 10 Gk g A R A AR ) i B B AL
0 R T DA T o A R PR T 0 A = i) 2 R
Ak SO K BEHESN ), R ORIBRAL . MR AT B 44
e M R ST R M A A AR B 1 A GraphBLAS ik
e R R EEAR T I 5t . At Accolade Technologies
M g s, TE— D EGLRINE IR E S 5T
{#7/~ T GraphBLAS ByPERE, %355k H CAIDA it
Bulig B AL IR . R S PR g2 o X A R
BT RAR R PERE , X 2085 (] Y L AR A A L2
B OBURIELE . SEBL T i A 50,000,000 ASEd EL Y
R SRR B 44 A e M B A AR B, 3k T A
400 7 HuRr I 45

X—RPRM, B A4 AR AR I A B A R W DATE I
W2 a B B DB SRS IRERAA T, IF HAT AR
F R B — R AT A o X AR S TR
ST REIESRI &R 1 (1) REFIMEE R (2)
SR 22 AL S R I 3 24 ) O A AR (3) A
BB 44 i s R M b g I 2 AR RO G 3l (4) A
7 R 003285 R RS 2 ) ) A8 SR et oA s (5) R R
AT S RN TR A (6) QlEssEm A
TR



st
Ve A BRSO A ™ N LAY STk 52 FF . Bob Bond,

Stephen Buckley. Ronisha Carter, Cary Conrad. Alan
Edelman. Tucker Hamilton. Jeff Gottschalk. Nathan
Frey. Chris Hill, Mike Kanaan, Tim Kraska., Andrew
Morris. Charles Leiserson. Dave Martinez. Mimi Mc-
Clure. Joseph McDonald. Sandy Pentland. Christian

Prothmann. John Radovan. Steve Rejto. Daniela Rus.

Matthew Weiss, Marc Zissman,

(1]

2]

(3]

(4]

(3]

(6]

(7]

(8]

[

(10]

(11]
(12]
(13]
[14]

[15]

[16]

275 CHk

“Cisco  Visual Networking Index: Forecast and Trends”
https://newsroom.cisco.com/press-release-content?arti-

cleId=1955935.
“Clisco Visual Networking Index: Forecast and Trends, 2018 — 2023

https://www.cisco.com/c/en/us/solutions/collateral /executive-

perspectives/annual-internet-report/white-paper-c11-741490.html.

W. P. Delaney, Perspectives on Defense Systems Analysis. MIT

Press, 2015.

S. Topouzi, A. Sarris, Y. Pikoulas, S. Mertikas, X. Frantzis,
and A. Giourou, “Ancient mantineia’s defence network reconsid-
ered through a gis approach,” BAR INTERNATIONAL SERIES,
vol. 1016, pp. 559-566, 2002.

Y. Shu and Y. He, “Research on the historical and cultural value
of and protection strategy for rammed earth watchtower houses in
chongqing, china,” Built Heritage, vol. 5, no. 1, pp. 1-16, 2021.

R. Cacciotti, “The ’guardian of the pontifical state’: structural as-
sessment of a damaged coastal watchtower in south lazio,” Master’s
thesis, Universidade do Minho, 2010.

R. A. Watson-Watt, Three Steps to Victory: A Personal Account by
Radar’s Greatest Pioneer. London: Odhams Press, 1957.

W. P. Delaney, “Air defense of the united states: Strategic missions
and modern technology,” International Security, vol. 15, no. 1,
pp. 181-211, 1990.

J. Geul, E. Mooij, and R. Noomen, “Modelling and assessment of
the current and future space surveillance network,” 7th ECSD, 2017.
K. W. O’ Haver, C. K. Barker, G. D. Dockery, and J. D. Huffaker,
“Radar development for air and missile defense,” Johns Hopkins
APL Tech. Digest, vol. 34, no. 2, pp. 140-153, 2018.

“CAIDA Anonymized Internet Traces Dataset (April 2008 - January
2019)” https://www.caida.org/catalog/datasets/passive_dataset /.
“UCSD Network Telescope.” https://www.caida.org/projects/net-

work__telescope/.
“Global Cyber Alliance.” https://www.globalcyberalliance.org/.
“Greynoise.” https://greynoise.io/.

“MAWI
http://mawi.wide.ad.jp/mawi/.

Working Group Traffic Archive”

“Shadowserver Foundation” https://www.shadowserver.org/.

(17]

(18]

[19]

[20]

[21]

22]

23]

[24]

[25]

[26]

27]

28]

[29]

(30]

(31)

J. Kepner, C. Meiners, C. Byun, S. McGuire, T. Davis, W. Arcand,
J. Bernays, D. Bestor, W. Bergeron, V. Gadepally, R. Harnasch,
M. Hubbell, M. Houle, M. Jones, A. Kirby, A. Klein, L. Milechin,
J. Mullen, A. Prout, A. Reuther, A. Rosa, S. Samsi, D. Stet-
son, A. Tse, C. Yee, and P. Michaleas, “Multi-temporal analysis
and scaling relations of 100,000,000,000 network packets,” in 2020
IEEE High Performance Extreme Computing Conference (HPEC),
pp. 1-6, 2020.

K. Claffy, “Measuring the internet,”
vol. 4, no. 1, pp. 73-75, 2000.

IEEE Internet Computing,

B. Li, J. Springer, G. Bebis, and M. H. Gunes, “A survey of network
flow applications,” Journal of Network and Computer Applications,
vol. 36, no. 2, pp. 567-581, 2013.

M. Rabinovich and M. Allman, “Measuring the internet,” IEEFE
Internet Computing, vol. 20, no. 4, pp. 6-8, 2016.

k. claffy and D. Clark, “Workshop on internet economics (wie 2019)
report,” SIGCOMM Comput. Commun. Rev., vol. 50, p. 53 — 59,
May 2020.

J. Kepner, J. Bernays, S. Buckley, K. Cho, C. Conrad, L. Daigle,
K. Erhardt, V. Gadepally, B. Greene, M. Jones, R. Knake, B. Maggs,
P. Michaleas, C. Meiners, A. Morris, A. Pentland, S. Pisharody,
S. Powazek, A. Prout, P. Reiner, K. Suzuki, K. Takhashi, T. Tauber,
L. Walker, and D. Stetson, “Zero botnets: An observe-pursue-

counter approach.” Belfer Center Reports, 6 2021.

S. Weed, “Beyond zero trust: Reclaiming blue cyberspace,” Master’s
thesis, United States Army War College, 2022.

J. Kepner and J. Gilbert, Graph algorithms in the language of linear
algebra. STAM, 2011.

J. Kepner, D. Bader, A. Bulug, J. Gilbert, T. Mattson, and H. Mey-
erhenke, “Graphs, matrices, and the graphblas: Seven good reasons,”
Procedia Computer Science, vol. 51, pp. 2453-2462, 2015.

J. Kepner, P. Aaltonen, D. Bader, A. Bulug, F. Franchetti,
J. Gilbert, D. Hutchison, M. Kumar, A. Lumsdaine, H. Meyerhenke,
S. McMillan, C. Yang, J. D. Owens, M. Zalewski, T. Mattson, and
J. Moreira, “Mathematical foundations of the graphblas,” in 2016
IEEE High Performance Extreme Computing Conference (HPEC),
pp- 1-9, 2016.

A. Bulug, T. Mattson, S. McMillan, J. Moreira, and C. Yang,
“Design of the graphblas api for ¢,” in 2017 IEEE International Par-
allel and Distributed Processing Symposium Workshops (IPDPSW),
pp. 643-652, 2017.

J. Kepner, M. Kumar, J. Moreira, P. Pattnaik, M. Serrano, and
H. Tufo, “Enabling massive deep neural networks with the graph-
blas,” in 2017 IEEE High Performance Eztreme Computing Con-
ference (HPEC), pp. 1-10, IEEE, 2017.

C. Yang, A. Bulug, and J. D. Owens, “Implementing push-pull

3

efficiently in graphblas,” in Proceedings of the 47th International

Conference on Parallel Processing, pp. 1-11, 2018.

T. A. Davis, “Algorithm 1000: Suitesparse:graphblas: Graph algo-
rithms in the language of sparse linear algebra,” ACM Trans. Math.
Softw., vol. 45, Dec. 2019.

J. Kepner and H. Jananthan, Mathematics of big data: Spreadsheets,
databases, matrices, and graphs. MIT Press, 2018.



(32]

(33]

(34]

(35]

(36]

(37]

(38]

(39]

[40]

[41]

[42]

[43]

T. A. Davis, “Algorithm 1000: Suitesparse: Graphblas: Graph algo-
rithms in the language of sparse linear algebra,” ACM Transactions
on Mathematical Software (TOMS), vol. 45, no. 4, pp. 1-25, 2019.

T. Mattson, T. A. Davis, M. Kumar, A. Buluc, S. McMillan,
J. Moreira, and C. Yang, “Lagraph: A community effort to collect
graph algorithms built on top of the graphblas,” in 2019 IEEFE Inter-
national Parallel and Distributed Processing Symposium Workshops
(IPDPSW), pp. 276-284, IEEE, 2019.

P. Cailliau, T. Davis, V. Gadepally, J. Kepner, R. Lipman, J. Lovitz,
and K. Ouaknine, “Redisgraph graphblas enabled graph database,”
in 2019 IEEE International Parallel and Distributed Processing
Symposium Workshops (IPDPSW), pp. 285-286, IEEE, 2019.

T. A. Davis, M. Aznaveh, and S. Kolodziej, “Write quick, run fast:
Sparse deep neural network in 20 minutes of development time via
suitesparse: Graphblas,” in 2019 IEEE High Performance Extreme
Computing Conference (HPEC), pp. 1-6, IEEE, 2019.

M. Aznaveh, J. Chen, T. A. Davis, B. Hegyi, S. P. Kolodziej, T. G.
Mattson, and G. Szarnyas, “Parallel graphblas with openmp,” in
2020 Proceedings of the SIAM Workshop on Combinatorial Scientific
Computing, pp. 138-148, STAM, 2020.

B. Brock, A. Bulug, T. G. Mattson, S. McMillan, and J. E. Moreira,
“Introduction to graphblas 2.0,” in 2021 IEEE International Par-
allel and Distributed Processing Symposium Workshops (IPDPSW),
pp. 2563-262, IEEE, 2021.

M. Pelletier, W. Kimmerer, T. A. Davis, and T. G. Mattson,
“The graphblas in julia and python: the pagerank and triangle
centralities,” in 2021 IEEE High Performance Extreme Computing
Conference (HPEC), pp. 1-7, 2021.

J. Kepner, T. Davis, C. Byun, W. Arcand, D. Bestor, W. Berg-
eron, V. Gadepally, M. Hubbell, M. Houle, M. Jones, A. Klein,
P. Michaleas, L. Milechin, J. Mullen, A. Prout, A. Rosa, S. Samsi,
C. Yee, and A. Reuther, “75,000,000,000 streaming inserts/second
using hierarchical hypersparse graphblas matrices,” in 2020 IEEE
International Parallel and Distributed Processing Symposium Work-
shops (IPDPSW), pp. 207-210, 2020.

J. Kepner, M. Jones, D. Andersen, A. Bulug, C. Byun, K. Claffy,
T. Davis, W. Arcand, J. Bernays, D. Bestor, W. Bergeron, V. Gade-
pally, M. Houle, M. Hubbell, A. Klein, C. Meiners, L. Milechin,
J. Mullen, S. Pisharody, A. Prout, A. Reuther, A. Rosa, S. Samsi,
D. Stetson, A. Tse, C. Yee, and P. Michaleas, “Spatial temporal
analysis of 40,000,000,000,000 internet darkspace packets,” in 2021
IEEE High Performance Extreme Computing Conference (HPEC),
pp. 1-8, 2021.

J. Kepner, K. Cho, K. Claffy, V. Gadepally, P. Michaleas, and
L. Milechin, “Hypersparse neural network analysis of large-scale in-
ternet traffic,” in 2019 IEEE High Performance Extreme Computing
Conference (HPEC), pp. 1-11, 2019.

J. Kepner, K. Cho, K. Clafty, V. Gadepally, S. McGuire, L. Milechin,
W. Arcand, D. Bestor, W. Bergeron, C. Byun, M. Hubbell,
M. Houle, M. Jones, A. Prout, A. Reuther, A. Rosa, S. Samsi, C. Yee,
and P. Michaleas, “New phenomena in large-scale internet traffic,”
in Massive Graph Analytics (D. Bader, ed.), pp. 1-53, Chapman and
Hall/CRC, 2022.

P. Devlin, J. Kepner, A. Luo, and E. Meger, “Hybrid power-law
models of network traffic,” arXiv preprint arXiw:2103.15928, 2021.

[44]

[45]

[46]

[47]

(48]

[49]

(50]

[51]

[52]

(53]

[54]

[55]

[56]

A. Tumeo, O. Villa, and D. Sciuto, “Efficient pattern matching on
gpus for intrusion detection systems,” in Proceedings of the 7th ACM
International Conference on Computing Frontiers, CF ’10, (New
York, NY, USA), p. 87 — 88, Association for Computing Machinery,
2010.

M. Kumar, W. P. Horn, J. Kepner, J. E. Moreira, and P. Pattnaik,
“Ibm power9 and cognitive computing,” IBM Journal of Research
and Development, vol. 62, no. 4/5, pp. 10-1, 2018.

J. Ezick, T. Henretty, M. Baskaran, R. Lethin, J. Feo, T.-C. Tuan,
C. Coley, L. Leonard, R. Agrawal, B. Parsons, and W. Glodek,
“Combining tensor decompositions and graph analytics to provide
cyber situational awareness at hpc scale,” in 2019 IEEE High Per-
formance Extreme Computing Conference (HPEC), pp. 1-7, 2019.

P. Gera, H. Kim, P. Sao, H. Kim, and D. Bader, “Traversing large
graphs on gpus with unified memory,” Proceedings of the VLDB
Endowment, vol. 13, no. 7, pp. 1119-1133, 2020.

A. Azad, M. M. Aznaveh, S. Beamer, M. Blanco, J. Chen,
L. D’Alessandro, R. Dathathri, T. Davis, K. Deweese, J. Firoz, H. A.
Gabb, G. Gill, B. Hegyi, S. Kolodziej, T. M. Low, A. Lumsdaine,
T. Manlaibaatar, T. G. Mattson, S. McMillan, R. Peri, K. Pingali,
U. Sridhar, G. Szarnyas, Y. Zhang, and Y. Zhang, “Evaluation
of graph analytics frameworks using the gap benchmark suite,” in
2020 IEEE International Symposium on Workload Characterization
(IISWC), pp. 216-227, 2020.

Z. Du, O. A. Rodriguez, J. Patchett, and D. A. Bader, “Interactive
graph stream analytics in arkouda,” Algorithms, vol. 14, no. 8,
p. 221, 2021.

S. Acer, A. Azad, E. G. Boman, A. Bulug, K. D. Devine, S. Fer-
dous, N. Gawande, S. Ghosh, M. Halappanavar, A. Kalyanaraman,
A. Khan, M. Minutoli, A. Pothen, S. Rajamanickam, O. Selvitopi,
N. R. Tallent, and A. Tumeo, “Exagraph: Graph and combinato-
rial methods for enabling exascale applications,” The International
Journal of High Performance Computing Applications, vol. 35, no. 6,
pp. 553-571, 2021.

M. P. Blanco, S. McMillan, and T. M. Low, “Delayed asynchronous
iterative graph algorithms,” in 2021 IEEE High Performance Ex-
treme Computing Conference (HPEC), pp. 1-7, IEEE, 2021.

N. K. Ahmed, N. Duffield, and R. A. Rossi, “Online sampling of
temporal networks,” ACM Transactions on Knowledge Discovery
from Data (TKDD), vol. 15, no. 4, pp. 1-27, 2021.

A. Azad, O. Selvitopi, M. T. Hussain, J. R. Gilbert, and A. Bu-
lug, “Combinatorial blas 2.0: Scaling combinatorial algorithms on
distributed-memory systems,” IEEE Transactions on Parallel and
Distributed Systems, vol. 33, no. 4, pp. 989-1001, 2021.

D. Koutra, “The power of summarization in graph mining and learn-
ing: smaller data, faster methods, more interpretability,” Proceedings
of the VLDB Endowment, vol. 14, no. 13, pp. 3416-3416, 2021.

R. Hofstede, P. Celeda, B. Trammell, I. Drago, R. Sadre, A. Sper-
otto, and A. Pras, “Flow monitoring explained: From packet capture
to data analysis with netflow and ipfix,” IEEE Communications
Surveys € Tutorials, vol. 16, no. 4, pp. 2037-2064, 2014.

R. Sommer, “Bro: An open source network intrusion detection
system,” Security, E-learning, E-Services, 17. DFN-Arbeitstagung

uber Kommunikationsnetze, 2003.



[57]

(58]

[59]

[60]

[61)

(62]

[63]

[64]

(65]

[66]

[67]

[68]

[69]

[70]

P. Lucente, “pmacct: steps forward interface counters,” Tech. Rep.,
2008.

J. Fan, J. Xu, M. H. Ammar, and S. B. Moon, “Prefix-preserving ip
address anonymization: measurement-based security evaluation and
a new cryptography-based scheme,” Computer Networks, vol. 46,
no. 2, pp. 253272, 2004.

J. Karvanen and A. Cichocki, “Measuring sparseness of noisy sig-
nals,” in 4th International Symposium on Independent Component
Analysis and Blind Signal Separation, pp. 125-130, 2003.

A. Soule, A. Nucci, R. Cruz, E. Leonardi, and N. Taft, “How to
identify and estimate the largest traffic matrix elements in a dynamic
environment,” in ACM SIGMETRICS Performance Evaluation Re-
view, vol. 32, pp. 73-84, ACM, 2004.

Y. Zhang, M. Roughan, C. Lund, and D. L. Donoho, “Esti-
mating point-to-point and point-to-multipoint traffic matrices: an
information-theoretic approach,” IEEE/ACM Transactions on Net-
working (TON), vol. 13, no. 5, pp. 947-960, 2005.

P. J. Mucha, T. Richardson, K. Macon, M. A. Porter, and J.-P.
Onnela, “Community structure in time-dependent, multiscale, and
multiplex networks,” science, vol. 328, no. 5980, pp. 876-878, 2010.
P. Tune, M. Roughan, H. Haddadi, and O. Bonaventure, “Internet
traffic matrices: A primer,” Recent Advances in Networking, vol. 1,
pp. 1-56, 2013.

J. Kepner, V. Gadepally, L. Milechin, S. Samsi, W. Arcand, D. Be-
stor, W. Bergeron, C. Byun, M. Hubbell, M. Houle, M. Jones,
A. Klein, P. Michaleas, J. Mullen, A. Prout, A. Rosa, C. Yee, and
A. Reuther, “Streaming 1.9 billion hypersparse network updates
per second with d4m,” in 2019 IEEE High Performance Extreme
Computing Conference (HPEC), pp. 1-6, 2019.

J. Nair, A. Wierman, and B. Zwart, “The fundamentals of heavy
tails: Properties, emergence, and estimation,” Preprint, California
Institute of Technology, 2020.

A. J. Elmore, J. Duggan, M. Stonebraker, M. Balazinska,
U. Cetintemel, V. Gadepally, J. Heer, B. Howe, J. Kepner,
T. Kraska, et al., “A demonstration of the bigdawg polystore sys-
tem,” Proceedings of the VLDB Endowment, vol. 8, no. 12, p. 1908,
2015.

T. Kraska, A. Beutel, E. H. Chi, J. Dean, and N. Polyzotis,
“The case for learned index structures,” in Proceedings of the 2018
International Conference on Management of Data, SIGMOD 18,
(New York, NY, USA), pp. 489-504, Association for Computing
Machinery, 2018.

E. H. Do and V. N. Gadepally, “Classifying anomalies for network
security,” in ICASSP 2020 - 2020 IEEFE International Conference on
Acoustics, Speech and Signal Processing (ICASSP), pp. 2907-2911,
2020.

S. Pisharody, J. Bernays, V. Gadepally, M. Jones, J. Kepner,
C. Meiners, P. Michaleas, A. Tse, and D. Stetson, “Realizing forward
defense in the cyber domain,” in 2021 IEEE High Performance
Eztreme Computing Conference (HPEC), pp. 1-7, IEEE, 2021.

B. Nichols, D. Buttlar, and J. P. Farrell, Pthreads programming.
O’Reilly & Associates, Inc., 1996.



