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» Inspecting, rewriting and relaying SIM card communication (i.e., S/M tracing) can be used to

> extract session keys or observe hidden SIM card communication,
> fuzz communication interfaces,
> reuse SIM cards at different locations.

» Professional equipment (e.g. the Osmocom SIMtrace 2) is not available in every research lab.

» The MobileAtlas measurement framework introduced an approach to emulate a SIM card using basic hardware (i.e., a serial UART interface).

> SIM card communication is tunneled over the Internet (geographic decoupling of modem and SIM).
> Allows flexible SIM card switching and reuse within all deployed measurement probes.

mobilem\

Previous Work: MobileAtlas

mobileatlas.eu

The measurement framework can be structured into three components:

» SIM providers that allow sharing SIM card access,

> measurement probes that act as a local breakout to the cellular net-
work, and

»> a management server, that connects the prior two components and

acts as command and control unit for the measurement probes.

SIMulator: Architecture

SIMulator consists of three parts:
» The cellular modem for which the SIM card is emulated.

» A Raspberry Pi Pico connected to the modem’s SIM slot,

providing access to the modem'’s SIM interface via USB.
» A relaying script running on a host system forwarding communication
between the USB interface and a MobileAt/as SIM provider.
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Figure 1: Our architecture allows every probe to use SIM cards attached to SIM
providers, independent from the geographical location of probe and SIM card.

We can dynamically form a virtual circuit between any SIM card and mea-
surement probe by connecting them remotely via a SIM tunnel. This
boosts the scalability and Flexibility of the measurement platform and

allows easy measurements of roaming scenarios.

SIMulator: Goals

> Lower cost and entry barrier for SIM tracing.
> Using easily available hardware.

» Leverage the existing MobileAt/as codebase.
> Reduce coupling between SIM tunnel and measurement platform.
> Add support for other smartcard types (e.g. T=0, T=1).

> Achieve broader modem (or smartphone) support.
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Figure 2: Our low-cost architecture supports full SIM tracing capabilities.

The Raspberry Pi Pico can either be used in synchronous- (UART), or in

asynchronous (USART) mode:

» The synchronous mode requires an extra wire, but automatically
adapts to different CLK frequencies.

» The asynchronous mode requires manually setting the CLK frequency.

Conclusion

» SIMulator considerably lowers the entry barrier for SIM tracing.
> Only using readily available components for less than 5 USD.
> Open-source development allows reuse by other researchers.
» Exposing the modem’s SIM interface via USB enables novel
SIM relaying- and inspection applications.
> E.g., using multiple SIM tunnels and modems on one host system.
» Future work: SIM virtualization to achieve full emulation capabilities
(i.e., without SIM provider).
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